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Connect to your Linux instance

Usage Instructions:

Before you connect to your Linux instance, complete the following
prerequisites.

1.Get information about your instance

To prepare to connect to an instance, get the following information from the
Amazon EC2 console

You can get the Public IPv4 DNS for your instance from the Amazon EC2
console

a
EC2 Dashboard X Instances (1/2) info ‘ Connect H Instance state ¥ H Actions ¥ ‘ Launch instances ¥
EC2 Global View ‘ Q, Find Instance by attribute or tag (case-sensitive) ‘ ‘ Any state v ‘ 1 &
Events B  Name/ v | InstanceID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zone ¥ | Public IPv4 DNS

Console-to-Code

‘ Red_ \— © Running @ @ t2.micro @ lInitializing View alarms 4+ us-east-1d _
[} red [ \— © Stopped @ @ t2.micro - View alarms + us-east-1d -

¥ Instances 4 »

Instance Types

Preview

Launch Templates -

tnstance: | ® x
Savings Plans - 3 N

Status and alarms New Monitoring Security Networking Storage Tags
Reserved Instances —_ -

Dedicated Hosts w Instance summary Info
Capacity Reservations Instance ID Public IPv4 address Private IPv4 addresses
e o I 5 2 o —
v Images IPv6 address Instance state Public IPv4 DNS
Avis - @ ruing O I <
address [4
AMI Catalog &
Hostname type Private IP DNS name (IPv4 only)
v st ock tore e e - [ - I
Volumes
Answer private resource DNS name Instance type Elastic IP addresses
Snapshots 1Pv4 (A) t2.micro -
Lifecycle Manager
Auto-assigned IP address VPCID AWS Compute Optimizer finding

¥ Network & Security 7 I vblic iP] vo [ ® Opt-in to AWS Compute Optimizer for recommendations. |

Learn more [2
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2. Get the user name for your instance.

You can connect to your instance using the username for your user account or
the default username for the AMI that you used to launch your instance.

EC2 > Instances > > Connect to instance

Connect to instance i

Connect to your instance i (Red using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID

Connection Type

—
@ Connect using EC2 Instance Connect
‘ Connect using the EC2 Instance Connect browser-based
client, with a public IPv4 address.

Public IP address

Enter tne username defined in the AMI used to launc h the instance. If you didn‘t define a custom
S

user.
'I Q, ec2-user ' >

‘ ® Note: In most cases, the default username, ec2-user, is correct. However, read your AMI usage instructions to

Connect using the EC2 Instance Connect browser-based
client, with a private IPv4 address and a VPC endpoint.

() Connect using EC2 Instance Connect Endpoint

username, use the default username, ec2-

check if the AMI owner has changed the default AMI username.

Cancel Connect

3. Locate the private key and set permissions

You must know the location of your private key file to connect to your

instance. For SSH connections, you must set the permissions so that only you
can read the file.

For information about how key pairs work when using Amazon EC2, Read :

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-
instance.html#connection-preregs-private-key



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html#connection-prereqs-private-key
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html#connection-prereqs-private-key
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4. Connect to your Linux instance from Windows with PuTTY

Prerequisites

Before you connect to your Linux instance using PuTTY, complete the following
prerequisites.

e Verify that the instance is ready

e Verify the general prerequisites for connecting to your instance
e Install PuTTY on your local computer

e Convert your private .pem key to .ppk using PuTTYgen

To connect to your instance using PuTTY

1. Start PuTTY (from the Start menu, search for PuTTY and then
choose Open).
2. In the Category pane, choose Session and complete the following fields:

a. In the Host Name box: (Public DNS) To connect using your instance's
public DNS name, enter instance-user-name@instance-public-dns-
name.

b. Ensure that the Port value is 22.

c. Under Connection type, select SSH
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X

—-Session

. ‘- Logging
[ij--TerminaI
- Keyboard
- Bell
- Features
=-Window
- Appearance
- Behawviour
- Translation
[+ Selection

Basic options for your PuTTY session

Specify the destination you wantto connectto
Host Mame (or IP address) Port
ecz-usere NG 22

Connection type:

© ssH ) Serial () Other Telnet ~

Load. save or delete a stored session

Saved Sessions

- Colours
[=-Connection
- Data Default Settings Load
- Proxy
[+-SSH Save
- Serial
- Telnet Delete
- Rlogin
- SUPDUP
Close window on exit
) Always I MNever ©) Only on clean exit
About Help Open Cancel

. In the Category pane, expand Connection, SSH, and Auth.

Choose Credentials.

. Next to Private key file for authentication, choose Browse. In

the Select private key file dialog box, select the .ppk file that you generated
for your key pair. You can either double-click the file or choose Open in

the Select private key file dialog box.

To connect to the instance, choose Open.

ﬂ PuTTY Configuration
Category:

Logging

[ij--Terminal

- Keyboard
- Bell
- Features

=-Window

- Appearance
- Behawiour

- Translation
- Selection

-~ Colours

=- Connection

- Data

- Pro
[=- ssH
- Kex

- Host keys
- Cipher

L GSSAPI
- TTY
- X171
— Tunnels

About

Help

Credentials to authenticate with
Fublic-key authentication
Private key file for authentication:

T

Cerificate to use with the private key (optional):

Browse...

Plugin to provide authentication responses

Plugin command to run

Open Cancel
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6. If this is the first time you have connected to this instance, PuTTY displays a
security alert dialog box that asks whether you trust the host to which you are
connecting.

7. Choose Accept.

The hostkey is not cached for this server:

ec2 S - =0 ws com (pori22)

You have no guarantee thatthe server is the computer you think it is.

The server's |G o< Erint is:

If you trust this host, press "Accept” to add the key to PuTTY's cache and carry on connecting.

If youwantto carry on connecting just once, without adding the key to the cache, press "Connect
Once".

If vou do nottrust this host, press "Cancel” to abandon the connection.

Help Maore info... ConnectOnce Cancel
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8. A window opens and you are connected to your instance.

user"

ing with public key "imported-openssh-key"™

Reference Links :

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html

https://docs.aws.amazon.com/AWSEC2 /latest/UserGuide/connect.html



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect.html

